
Google Pay™ 
overview 
Google Pay™ is a digital wallet and online payment system that streamline card 
payments, enabling users with fast and easy transactions without the need to enter the 
card details each time you purchase. It allows users to make secure and convenient 
payments online, and within apps using their mobile devices or web browsers. Google 
Pay combines the functionalities of a payment platform and a digital wallet, enabling 
seamless transactions for both consumers and merchants. The Google Pay API enables 
fast checkout on your website and gives you convenient access to hundreds of millions 
of cards saved to Google Accounts worldwide. 

 

How It works 
The following section describes how a merchant (an e-store owner) can implement 
google pay and showcase the Google pay Payment sheet on their web site. 

*Note: If you wish to use BluskysvcPay hosted page. No additional integration efforts 
will be required.  

Branding guideline 

if you provide Google Pay as a payment method to your customers, you must use 
the official Google Pay logo and button assets in compliance with Google Pay 
Android brand guidelines and Google Pay web brand guidelines, without 
modifications to the Google Pay asset colours, proportions, or appearance. 

 All Google Pay payment buttons exist in two styles: dark and light. You can see 
examples of both styles in the Assets section. The Google Pay brand name must 
not be translated. Don't create buttons with your own localized text. 

Example: - 

https://developers.google.com/pay/api/android/guides/brand-guidelines
https://developers.google.com/pay/api/android/guides/brand-guidelines
https://developers.google.com/pay/api/web/guides/brand-guidelines
https://developers.google.com/pay/api/web/guides/brand-guidelines#logo-mark-assets


 

 

 

Google Pay web Integration 

You can complete Google Pay integration and start accepting payments using Google 
Pay just in two steps. 

• Integration with Google Pay. 
• Send Payment request to the BlyskysvcPay. 

 

* Integration with Google Pay. 

  

*Note: Before going live as a merchant, you are required to register with Google 
Pay & Wallet Console. Complete your business profile their and submit it for 
Google Pay approval. 

To get started with Google pay integration for your website, please follow the 
below steps. 

• Follow the Web developer documentation. 
• Start with Setup in the Guides tab. 
• Follow the Google pay integration Tutorial. To complete the Google pay 

integration in the Test environment. 
•  Follow the Google Pay Web Integration Checklist and Web Brand 

Guidelines to pass the integration review.  

https://pay.google.com/business/console/
https://pay.google.com/business/console/
https://developers.google.com/pay/api/web/overview
https://developers.google.com/pay/api/web/guides/setup
https://developers.google.com/pay/api/web/guides/tutorial
https://developers.google.com/pay/api/web/guides/test-and-deploy/integration-checklist
https://developers.google.com/pay/api/web/guides/brand-guidelines
https://developers.google.com/pay/api/web/guides/brand-guidelines


• Follow the steps to Publish you integration. 
 

Construct the payment request base configuration. 

For more information on the payment request please follow the Web 101:Basic 
for a basic request construction and Web 201:Advanced for advanced request 
construction under the Guides tab. 

 

Please see the below definitions of each object of baseGooglePayRequest 

 

Define the allowedAuthMethods object: - 

Google Pay offers two authentication methods. 

https://developers.google.com/pay/api/web/guides/test-and-deploy/publish-your-integration
https://codelabs.developers.google.com/codelabs/gpay-web-101#0
https://codelabs.developers.google.com/codelabs/gpay-web-201#0


• PAN_ONLY: This authentication method is associated with payment cards 
stored on file with the user's Google Account. Returned payment data 
includes personal account number (PAN) with the expiration month and 
the expiration year.  

3Ds required: yes 

 

• CRYPTOGRAM_3DS: This authentication method is associated with cards 
stored as Android device tokens. Returned payment data includes a 3-D 
Secure (3DS) cryptogram generated on the device. 

3Ds required: No 

 

Define allowedCardNetworks object: - 

we support VISA, Mastercard, American Express, Discover, Interac, and JCB card 
networks with the Google Pay API. You can define these values in 
the allowedCardNetworks property and find the appropriate values in Google 
Pay's web developer documentation and Google Pay's Android developer 
documentation. 

Define the tokenizationSpecification object: - 

The gateway parameter in the request script should be set to the value of 
“bluskysvcpay”, the value of PSP you are integrating with. 

The gatewayMerchantId parameter in the request script should be set to the 
value of the identifier you received from the PSP while on boarding. E.g. 
MerchantId provided by bluskysvcpay. 

Please see the example below to construct your object accordingly. 

tokenizationSpecification: { 
        type: 'PAYMENT_GATEWAY', 
        parameters: { 
          gateway: 'bluskysvcpay', 
          gatewayMerchantId: 'MerchantId provided by bluskysvcpay' 
        } 
      } 

 

 

 

https://developers.google.com/pay/api/web/reference/request-objects#CardParameters
https://developers.google.com/pay/api/web/reference/request-objects#CardParameters
https://developers.google.com/pay/api/android/reference/request-objects#CardParameters
https://developers.google.com/pay/api/android/reference/request-objects#CardParameters


Define the merchantInfo object 

merchantId: - A Google merchant identifier issued after registration with 
the Google Pay & Wallet Console. Required when PaymentsClient is initialized 
with an environment property of PRODUCTION. See Request production 
access for more information about the approval process and how to obtain a 
Google merchant identifier. The merchantID can have 12-18 characters. 

merchantName: - Merchant name encoded as UTF-8. Merchant name is 
rendered in the payment sheet. In TEST environment, or if a merchant isn't 
recognized, a “Pay Unverified Merchant” message is displayed in the payment 
sheet. 

 

Define the Billing Address propeties. 

if a billing address is required for Google Pay, ensure that you include 
required parameters. For more details, see BillingAddressParameters 

These are the optional properties from the Google Pay to be provided in the 
request script but in some cases, these are conditional for payment provider for 
AVS verification. 

billingAddressRequired:-  Set to true if you require a billing address. A billing 
address should only be requested if it's required to process the transaction. 
Additional data requests can increase friction in the checkout process and lead 
to a lower conversion rate. 

billingAddressParameters: - The expected fields returned 
if billingAddressRequired is set to true. Please see the billingAddressParameters 
for more information. 

 

Handling the Google Pay Response 

Once the request is submitted to Google pay. As a response, Google Pay will 
provide PaymentData item. wherein 
the paymentMethodData.tokenizationData.token field will include 
encrypted Google Pay Token (a string of characters). Please see the example 
below. 

Sample Google Pay Token 

{ 

https://pay.google.com/business/console?utm_source=devsite&utm_medium=devsite&utm_campaign=devsite
https://developers.google.com/pay/api/web/guides/test-and-deploy/request-prod-access
https://developers.google.com/pay/api/web/guides/test-and-deploy/request-prod-access
https://developers.google.com/pay/api/web/reference/request-objects#BillingAddressParameters
https://developers.google.com/pay/api/web/reference/request-objects?utm_source=codelab&utm_medium=post&utm_campaign=pay_integration&utm_term=devrel&utm_content=pay_web_101#BillingAddressParameters


 "signature": 
"MEYCIQCRNIV8yTkhsBCr53C4E1J6xm2eEVJZuwP91EMpeSUtvwIhAIclQ0UqDF
X62IAn2VY1dLbeS2Hy7gbiMOwTlAyhedQ1", 
 "intermediateSigningKey": { 
  "signedKey": 
"{\"keyValue\":\"MFkwEwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAE+BdYqiyoqri/ZFC0
U2jFFeIJn6Gn2F7LBcrw60GpgdI5d1wFlY0xIrJ1sp6b2EMxjyYa2+D69UzerZnmo58
3gg\\u003d\\u003d\",\"keyExpiration\":\"1738234606916\"}", 
  "signatures": [ 
  
 "MEUCICjTg86r3o/+u6ih6Cb/jp2wH95iFVrGDu+i0Mo/ug6hAiEAppJZYp+8
en1r6gYmQORpjCuyIyXmNVbN3vj3I9lpaYQ=" 
  ] 
 }, 
 "protocolVersion": "ECv2", 
 "signedMessage": 
"{\"encryptedMessage\":\"OTJNQJDkxaKKpgzIiiIlZK+kE5ntDL1ejPVf6RoautG7NJh\",\"e
phemeralPublicKey\":\"BAvL9MWm2XfMtJ8vpSQXVbmdR6js9HMKkwHKc/N5nw
T3YJBxPVdQFG+NbnFAkIel/cwKfSe8n2Bq2xVqM/yE0hE\\u003d\",\"tag\":\"7Byjjm
lTZMxsX6W2vOVvprQVR270PtITM7noMdnu2FM\\u003d\"}" 
} 
 

Testing: -  

While integrating the Google pay, you can test your integration with Google pay 
Sandbox/test environments. During the integration process you can set the 
environment parameter as Test as show in the example below. 



 

 

 

* Send Payment request to the bluskysvcpay. 

Once you get the payment token form the Google Pay response, send the 
Payment token to the Bluskysvcpay server Api to decrypt the payment Token. 
Since the Bluskysvcpay Apis are using secure environment, please use the 
merchant token provided on the Account activation along with the Bearer 
scheme for successful Authorization. Please use the below Api and the request 
and response sample  to decrypt the payment Token. 

 

Bluskysvcpay Token decryption Api. 

https://api.bluskysvc.com/googlepay/decryptpaymenttoken 

 

Request Body: - The Payment Token itself as it received from Google. 

{ 
    "signature": 
"MEUCIQDgOx2MBmbRGlzU5S8S1GR2VPml5PJhRIhp7VeDllQZQAIgGmRoOEg
mA53d7fXWVB/0A8gaQKzxhs7zrQC+Tx82axk\u003d", 
    "intermediateSigningKey": { 
        "signedKey": 
"{\"keyValue\":\"MFkwEwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAEwcvjU0idv2mAXj0
X0vbgyJ5lxdY8Q6k6EBzQzolcWHDoVzzm/TNb7NcvtORiJDzJ0SjQM8KMHQAzDC
zbiLQruA\\u003d\\u003d\",\"keyExpiration\":\"1747357990495\"}", 

https://api.bluskysvc.com/googlepay/decryptpaymenttoken


        "signatures": [ 
            
"MEYCIQDawFPWHaW46LRJ5TrvQmg0iLpPsnDq4ZCQeGL+wtjyOAIhAIWWxxvB
Qqim8kM0rO/1Ew1P6UIWhKu3EWdZy312/Oj9" 
        ] 
    }, 
    "protocolVersion": "ECv2", 
    "signedMessage": 
"{\"encryptedMessage\":\"LUXFRBJSiMHImXMszuUbU5qZ/hJOCTVPem0dZij5ZX/\",\"ephemeralPublicKey\":\"BF9s0WZVjO+M8JptOANxaCqNeCGdUzo3
uZzT/HDFZ5f1dxEmzly0XloiLzWTEPw14bC8d8MCnhHqNooPR3wH1IE\\u003d\",
\"tag\":\"CpPbAehL3yM78q3NzouUqU2e0IHGSJqEaikKhXJ5YoI\\u003d\"}" 
} 

 

Response Body: - The Decrypted payment Details from the Payment 
Token 

* Decrypted card details for the Pan_only payment Token 

{ 
    "isDecrypted": true, 
    "paymentDetails": { 
        "messageExpiration": "1747271590506", 
        "messageId": 
"AH2EjtdB5k3g2e94RwZu1XmlBTKfq9tVUycg5qipp9kNYINJFyUzyKDDbGHTkf7SE
F0fBuNFM7j9hjNpXR6Zlg3Kykjayn7nJ7qtKsKmh0bX7naN9Cc48do", 
        "paymentMethod": "CARD", 
        "paymentMethodDetails": { 
            "expirationYear": 2027, 
            "expirationMonth": 12, 
            "pan": "4111111111111111", 
            "authMethod": "PAN_ONLY", 
            "assuranceDetails": { 



                "cardHolderAuthenticated": false, 
                "accountVerified": true 
            } 
        } 
    }, 
    "message": "Decryption Successful" 
} 

 

* Decrypted card details for the CRYPTOGRAM payment token. 

{ 
    "isDecrypted": true, 
    "paymentDetails": { 
        "messageExpiration": "1735930317812", 
        "messageId": "AH2EjtfnTZbNrOcit4Va_2T0zndg9QQlMfg_wqp3An-
gpTsXWiihfO65fgNMMPb1_KoVDKFAqcY8xb7TIyC98AgGi9vXvisn4WoSE7NrCqns
Dq8wP0L0ANE", 
        "paymentMethod": "CARD", 
        "paymentMethodDetails": { 
            "expirationYear": 2029, 
            "expirationMonth": 12, 
            "pan": "5204240250197840", 
            "authMethod": "CRYPTOGRAM_3DS", 
            "eciIndicator": "02", 
            "cryptogram": "ALnt+yWSJdXBACMLLWMNGgADFA==", 
            "assuranceDetails": { 
                "cardHolderAuthenticated": true, 
                "accountVerified": true 
            } 
        } 
    }, 
    "message": "Decryption Successful" 
} 
 

* Send payment transactions to the blyskysvc server. 

3D Payment Transaction PAN_ONLY 

 If the decrypted card details contain the “authMethod: PAN_ONLY” and the 
merchant is enabled for the 3D secure transactions in the Bluskysvcpay system, 
then merchants need to perform the 3D secure authentication first and then only 



the Payment Authorization. To perform the 3D authentication for the 
“PAN_ONLY” transactions, merchant needs to send the transaction details to the 
“Checkenrollment” Api to check the card 3D enrolment status. Please see the 
below transaction request and response for more details. 

Checkenrollment Api endpoint: - 

https://api.bluskysvc.com/merchants/{{bluskysvcpaymerchantid}}/checkenrollm
ent 

Request Body:  

{ 
"siteId":"11", 
"amount":123.45, 
"currency":"USD", 
"firstName":"John", 
"lastName":"Doe", 
"phone":"555-555-5555", 
"addressLine1":"123 Fake St.", 
"addressLine2":"", 
"city":"Hollywood", 
"state":"CA", 
"countryId":"US", 
"postalCode":"12345", 
"email":"", 
"cardNumber":4024007118676898, 
"nameOnCard":"John J Doe", 
"expirationMonth":11, 
"expirationYear":2019, 
"cVVCode":"402", 
"iPAddress":"127.0.0.0", 
"trackingID": "123", 
"isInitialForRecurring”: false 

} 
 

Response Body: - 

{ 
 "state": "Verify", 
 "status": "Successful", 
 "message": "AUTHORIZATION", 
 "reasonCode": "1000 - Unknown", 

https://api.bluskysvc.com/merchants/%7b%7bbluskysvcpaymerchantid%7d%7d/checkenrollment
https://api.bluskysvc.com/merchants/%7b%7bbluskysvcpaymerchantid%7d%7d/checkenrollment


 result": [ 
  { 
   "responseKey": "EnrollmentStatus", 
   "responseValue": "Y" 
  }, 
  { 
   "responseKey": "Acsurl", 
   "responseValue": " https://someacsurl.com 
  }, 
  { 
   "responseKey": "AuthType", 
   "responseValue": "doChallenge" 
  }, 
 ], 
 "trackingId": 1234 - internal merchant transaction id - optional 
 "postbackURL": https://quickpay.bluskysvc.com/verify - this can be 
ignored 
 "version": StreamLine 
 "id": "181763" – this is the verify transactionID you will send to 
/ThreeDSaleTransactions 
} 

 

Example form: - 

<form name="acs" method="post" action="<acsurl_value> "> 
<input name="transactionId" type="hidden" value="3605449" /><br /> 
<input name="AuthType" type="hidden" value="doChallenge" /> 
<input name="TermUrl" type="hidden" 
value="http://merchantssite.com/process3dsale.php" /> 
<input type="submit" value="Authenticate ACS URL" /> 
</form> 
 

At this point merchant needs to perform an HTML form post to the AcsUrl returned in 
the “CheckEnrollment” Api’s response, to redirect the cardholder’s browser to the 
issuer’s authentication page. Once the cardholder is redirected to the Issuer’s AcsUrl, 
the cardholder will be presented with an authentication screen to perform the 
authentication challenge and once the challenge is successfully performed, merchant 
will receive the challenge result on the termUrl they provided in the HTML form, they 
will also receive the Blyskysvcpay’s transaction Id. 



At this point merchant needs to perform the payment Authorization (Sale transaction) 
and needs to send transaction request to the “googlePaythreeDtransactions” Api 
endpoint. 

ThreeDSaleTransaction Api endpoint: - 

• https://api.bluskysvc.com/merchants/{{bluskysvcpaymerchantid}}/googlePaythr
eeDtransactions 

Request Body: - 

{ 
    "VerifyTransactionId": "bluskysvcpay transaction Id", 
    "MerchantReferrerUrl":"{{merchantReferrerUrl}}", 
    "ConfirmUrl":"{{confirmUrl}}", 
    "isPanOnlyThreeD": true 
} 

 

Response Body: - 

{ 
"state": "Sale", 
"status": "Successful", 
"message": " authorized", 
"resonCode": " 00 - Approved", 
"result": [ 

{ 
"responseKey": "LiabilityShiftIndicator", 
"responseValue": "Y" 

}, 
], 
"id": "181763" 

} 
 

CRYPTOGRAM 3D Payment transaction: 
If the decrypted card details received from the Blyskysvcpay contains the 
“authMethod: CRYPTOGRAM_3DS”, No additional 3d Authentication needs to 
be performed. As the decrypted card details already contains the 3D related 
data. To perform the “CRYPTOGRAM_3DS” you need to send the payment 
request to the below Api endpoint of the Bluskysvcpay with the following 
payment request. 
 

https://api.bluskysvc.com/merchants/%7b%7bbluskysvcpaymerchantid%7d%7d/googlePaythreeDtransactions
https://api.bluskysvc.com/merchants/%7b%7bbluskysvcpaymerchantid%7d%7d/googlePaythreeDtransactions


“cryptogram” and “eciIndicator” values are required to send to the 
bluskysvcpay request which can be obtained from the decrypted card 
details  
 

Sale Transaction API: - 
• https://api.bluskysvc.com/merchants/{{bluskysvcpaymerchantid}}/googlePaytra

nsactions 
 
Request Body: - 

{ 
    "ipAddress": "10.210.99.245", 
    "siteId": "{{siteId}}", 
    "amount": "{{amount}}", 
    "currency": "{{currency}}", 
    "firstName": "{{firstName}}", 
    "lastName": "{{lastName}}", 
    "email": "{{email}}", 
    "phone": "{{phone}}", 
    "addressLine1": "{{addressLine1}}", 
    "city": "{{city}}", 
    "countryId": "{{countryId}}", 
    "postalCode": "{{postalCode}}", 
    "state": "{{state}}", 
    "nameOnCard": "{{nameOnCard}}", 
    "cardNumber": "{{cardNumber}}", 
    "expirationMonth": "{{expirationMonth}}", 
    "expirationYear": "{{expirationYear}}", 
    "cvvCode": "{{cvvCode}}", 
   "isInitialForRecurring": "{{isInitialForRecurring}}", 
    "confirmUrl": "{{confirmUrl}}", 
    "merchantReferrerUrl": "{{merchantReferrerUrl}}", 
    "referrerURL": "{{referrerURL}}", 
    "eci": “eciIndicator value from the decrypted token”, 
    "acsVerificationId”: "cryptogram value from the decrypted token” 
    "googlePayOrigin": "web or mobile", (Default is web) 
    "isGooglePayTransaction": true 
} 
 

Response: - 
{ 
"id": "123456", 

https://api.bluskysvc.com/merchants/%7b%7bbluskysvcpaymerchantid%7d%7d/googlePaytransactions
https://api.bluskysvc.com/merchants/%7b%7bbluskysvcpaymerchantid%7d%7d/googlePaytransactions


"message": "Success", 
"state": "Sale", 
"status": "Successful" 
"trackingid": "123456" 
"reasoncode": "00-approved" 
} 


